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LETTER FROM
THE CHAIR
Dear Colleagues,

Patrice Ettinger
Chief Privacy Officer
Pfizer

Welcome to our 2019 Year in Review. As you’ll see from the
following pages, 2019 was an intense and productive year
for the IPMPC. The Consortium contributed to high profile
conversations about the future of privacy in the United
States and Europe. At our November roundtable in Tokyo we
engaged data privacy stakeholders on evolving regulatory
developments in Japan and Asia more broadly. Following
the success of the Roundtable, the IPMPC launched an AsiaPacific Privacy series that will hold quarterly web meetings to
address developments and challenges in this region.
During 2019, many companies continued GDPR
implementation efforts, while simultaneously confronting
new challenges in California. The IPMPC served as a vital
forum for dialogue, collaboration, and strategic preparation
for our members during the months leading up to CCPA’s
effective date. In addition to developing tools to help our
members build their privacy programs, we also played an
important role in advocating for our industry’s interests,
supporting efforts to secure research exemptions during the
CCPA amendment process.
Access to usable data is essential for the success of life
sciences businesses. The increasing complexity of privacy
and cybersecurity laws, regulations, and codes affects life
sciences companies at almost every level from research to
marketing. In the coming year, the IPMPC will continue to
facilitate discussions on the implementation and impact of
both the GDPR and CCPA, while monitoring emerging data
privacy developments in the US (federal and state), Europe,
Asia, and Latin America. With your continued involvement
and support, we look forward to an active, engaged 2020.
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2019 MEMBER COMPANIES
3M

Johnson & Johnson

Abbott

Novartis

AbbVie

Novo Nordisk

Allergan

Otsuka

Amgen

Pfizer

Astellas

Philips Healthcare

Baxter

Regeneron

Becton Dickinson

Sanofi

Bristol-Myers Squibb

Sunovion

Cook Medical

Takeda

Eli Lilly

Vertex

Fresenius Medical Care

Zimmer Biomet

Genentech/Roche
GlaxoSmithKline
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2019 BOARD OF DIRECTORS
Chair • Patrice Ettinger • Pfizer 		

Vice Chair • Xavier Jean • GlaxoSmithKline

David Frazee • 3M

Ross Janssen • Genentech/Roche

Christine Lee • Abbott

Tina Maisonneuve • GlaxoSmithKline

Jacob Springer • Abbott

John Crisan • Johnson & Johnson

Karen Sewell • AbbVie

Ashley Bashore • Novartis

Martijn ten Bloemendal • AbbVie

Knut Mager • Novartis

Elya Zarra Green • Allergan

Anna Dolinsky • Novo Nordisk

Charlie Blanchard • Amgen

Catherine Williams • Novo Nordisk

Zoe Philippides • Amgen

Terry-Ann Cooper • Otsuka

Antonis Roussos • Astellas

Agatha O’Malley • Otsuka

Theresa Niland • Astellas

Michael McNeil • Philips Healthcare

Caroline Budde • Baxter

Joyce Musante • Philips Healthcare

Dana Garbo • Becton Dickinson

Ericka Watson • Regeneron

Frances Wiet • Becton Dickinson

Helen Ong • Regeneron

Kimberly Jablonski • Bristol-Myers Squibb

Corey Dennis • Sanofi

Alejandro Gene • Bristol-Myers Squibb

Shannon Schultz • Sunovion

Megan Charlesworth • Cook Medical

Toine Stokkermans • Takeda

Jessica Mijares-Campo • Eli Lilly

Nick Tyler • Takeda

Audrey Mills • Eli Lilly

Sara Berkson • Vertex

Sharon Frank • Fresenius Medical Care

Jeff Dunifon • Zimmer Biomet

Abhishek Agarwal • Fresenius Medical Care
Florian Zabel • Genentech/Roche
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PRIVILEGES OF
MEMBERSHIP
Access to extensive privacy-compliance resources
tailored to the needs of the pharmaceutical and
medical device industry.

Timely analyses of new privacy laws, court
decisions, and pharmaceutical and medical
device enforcement actions impacting business
operations.

Updates on global privacy developments and
informative, practical discussions with local
counsel from around the world.

Opportunities to interact with key regulators.

Expert insight into how evolving business models
could be impacted by privacy laws.

Cost-sharing to efficiently leverage budget
resources.

Regular interaction and benchmarking with
industry colleagues facing similar challenges.

The legal, project management, and logistics
support of the IPMPC Secretariat.
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Access
Timely analyses
Updates
Opportunities
Expert insight
Cost-sharing
Regular interaction
Support

2020 BIENNIAL
BENCHMARKING SURVEY
The IPMPC has conducted biennial industry-wide data protection
compliance surveys in addition to regular ad hoc benchmarking
surveys for more than 17 years. These surveys help companies
compare the state of their privacy programs to similarly situated
companies and identify new ideas and innovations to advance
data privacy. Through these surveys, companies gain insight into
how others have structured and resourced their privacy programs.
The data privacy compliance surveys seek to understand how
global pharmaceutical and medical device companies are
managing data privacy compliance, address a broad range of data
privacy compliance topics, and provide insights on pragmatic,
risk-based approaches to the industry’s unique data privacy
challenges. The survey results also help members articulate why
data privacy is a business and strategic imperative.
In 2019, the IPMPC’s regular ad hoc benchmarking surveys
addressed a wide range of topics, including CCPA compliance
readiness and implementation plans, and GDPR-related
challenges in the clinical research context. The IPMPC will
conduct the biennial benchmarking survey in 2020 to provide
companies with a more comprehensive understanding of the
current state of privacy governance in the industry.
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CALIFORNIA CONSUMER PRIVACY ACT
The California Consumer Privacy Act of 2018 (CCPA) imposes comprehensive
data protection and governance requirements on most for-profit entities
that do business in California. Effective as of January 1, 2020, the law establishes
several new rights for Californians, including the right to know what personal
information a business collects about them, the right to access that data and
request that it be deleted, and the right to request that a business stop selling the
data. Through outreach, template creation, and benchmarking, the IPMPC
helped its members navigate CCPA implementation throughout 2019. The IPMPC
will continue to serve as a resource for CCPA efforts in 2020.
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US WORKING GROUP
In 2019, the US Working Group focused on preparing for CCPA compliance, partnered with other health
care industry stakeholders to support CCPA amendments, and monitored ongoing state and federal privacy
developments. Through in-person meetings, member surveys, and regular outreach to other industry
organizations, IPMPC members were recognized as thought leaders with a sophisticated understanding of
the CCPA’s impact on life sciences companies.

CCPA Accomplishments
IN-PERSON MEETINGS
•

US Privacy Symposium: Moving Forward on US Privacy

•

IPMPC Meeting: Countdown to CCPA Implementation

CCPA TOOLKIT
With the support of the IPMPC Secretariat, the US Working Group developed a variety of tools to help members
stay informed of critical developments and provide support to internal compliance efforts. These included:
•

Summaries of CCPA Amendments, Attorney General’s Proposed Regulations, and the California Privacy
Rights Act (CPRA) Ballot Initiative

•

Checklist for CCPA Compliance Projects

•

Implementation Guide for the CCPA

•

Templates for Notices required by CCPA, such as Employee Privacy Notice, Website Privacy Notice, and
Privacy Notice for Health Care Professionals

•

Cookie Banner Template

•

Privacy Complaint Handling Procedure Template

•

Directed Disclosure Authorization Template

•

Guidance on Do Not Sell Button and Website Compliance

•

Recordkeeping Guidelines

•

Guidance on CCPA Notices

Catherine Williams ● Director, Privacy Office ● Novo Nordisk Inc.
“Our IPMPC Membership provided tremendous value to me and my organization as we built out both
our local and global privacy programs. We leveraged insights obtained through informal and formal
benchmarking exercises, as well as the knowledge sharing that occurred in the working group and
Board of Directors meetings.”

INITIATIVES FOR 2020
•

Develop additional tools for implementation of and compliance with CCPA

•

Provide detailed reports and guidance on new and ongoing privacy developments

•

Organize meetings and host webinars on topics of interest to the pharmaceutical and
medical device industries
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G E N E R A L DATA
P ROT EC T I O N R EG U L AT I O N
The General Data Protection Regulation (GDPR) went into effect on May 25, 2018 and
replaced the Data Protection Directive in order to create a common set of standards for
the protection of personal data across the European Union (EU). The GDPR directly
applies to all processing of personal data in the EU and personal data collected from
EU data subjects. Throughout 2019, the IPMPC continued to facilitate conversations
with regulators and other stakeholders about the impact of the GDPR on research,
development, and safety monitoring.
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EUROPEAN WORKING GROUP
In 2019 the European Working Group continued to concentrate on managing the effects of GDPR
implementation and navigating the differences in interpretation among EU member states.

GDPR Accomplishments
•

Hosted a workshop with MedTech Europe and EFPIA on data protection in health research with over 100
attendees from more than 10 countries

•

Analyzed and discussed the Commission Q&A on the Interplay of the GDPR and Clinical Trials Regulation

•

Reviewed and discussed a variety of EDPB guidelines and opinions and CJEU opinions and judgments

•

Discussed member state developments related to processing of health data and scientific research
(summaries of many of these developments are posted on the IPMPC Information Sharing Portal)

•

Provided ongoing guidance to members regarding the various regulatory approaches to GDPR
enforcement

•

Conducted benchmarking on compliance efforts and challenges related to GDPR and other vital topics
of interest to pharmaceutical and medical device industries

Nick Tyler ● Group Data Protection Officer ● Takeda
“The IPMPC European Working Group provides a valuable forum for member companies to discuss the
complex regulatory approaches related to GDPR implementation and to conduct critical benchmarking
to assist members in understanding the impact of issues and challenges faced by the pharmaceutical
and medical device industries. As part of the IPMPC’s effort to facilitate open discussion regarding
GDPR compliance, we worked closely with EFPIA and MedTech Europe to plan the Data Protection in
Health Research workshop, which allowed thought leaders from each organization to work together and
discuss the key challenges GDPR poses to research and innovation across the life sciences industry.”

INITIATIVES FOR 2020
•

Coordinate with MedTech Europe, EFPIA, and other privacy stakeholders

•

Monitor guidance and trends regarding GDPR implementation and enforcement

•

Focus on legal basis for research processing, the relationship of parties in research, and
EU member state guidance
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U S ST R AT EG I C I N I T I AT I V E T E A M
The US Strategic Initiative Team focuses on the development of the IPMPC’s positions
on US federal and state privacy legislation. In 2019 the team concentrated on
developing advocacy-related materials for use in California and other states.
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US STRATEGIC INITIATIVE TEAM
Accomplishments
•

Developed a Federal and State Privacy Law tracker, which the IPMPC Secretariat regularly updates and
circulates to members to provide information on the most recent regulatory developments

•

Partnered with AdvaMed to advocate for medical research amendments to the California Consumer
Privacy Act (CCPA)

•

Created advocacy materials:
-

Comments to California Attorney General on CCPA Proposed Regulations

-

Position Statement on Issues Under the CCPA Needing Clarification or Amendment

-

IPMPC Principles for US Privacy Legislation

-

White Paper on Role of Personal Data in Healthcare

Fielding Greaves ● Senior Director, State & Regional Government Affairs ● AdvaMed
“The IPMPC has been an instrumental collaborative partner in AdvaMed’s efforts to secure broader
exemptions for medical research in the CCPA. The IPMPC’s technical assistance in reviewing and
commenting upon proposed amendment language and identifying new challenges for the life sciences
has been of great value. We look forward to continuing our work together as we strive to make further
progress in protecting medical research.”

INITIATIVES FOR 2020
•

Continue to advocate for medical research amendments and provide support for
health industry coalition to secure further CCPA exemptions

•

Track California Privacy Rights Act of 2020

•

Monitor and respond to other federal and state privacy legislation

•

Launch Employee Privacy webinar series
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GLOBAL OUTREACH IN 2019
The IPMPC broadened the scope of our privacy-related efforts this year by launching the Deployment of
Global Privacy Programs roundtable series, hosting an in-person roundtable in Tokyo on data privacy in
Japan, and providing webinars on privacy developments in various continents.

Japan Roundtable Summary
In November 2019 the IPMPC co-hosted an Asia Privacy Compliance roundtable focused on Japan
with City Yuwa Partners in Tokyo. Twenty-four attendees from twelve different companies participated
in the roundtable, which focused on the implementation of the Japanese Act on Protection of Personal
Information (APPI), the EU-Japan ‘adequacy’ agreement, Japanese compliance efforts in relation to global
data protection programs, and recent privacy law developments elsewhere in Asia.

Agatha O’Malley ● Global Data Protection Officer ● Otsuka
“The IPMPC Asia Privacy Compliance roundtable in Tokyo this past November exceeded expectations.
It was a great experience and I am grateful to the IPMPC for coordinating this event. During this unique
forum, participants were given the opportunity to engage in discussions and collaborate on privacy
matters affecting businesses in Asia. From the group dinner the night before to the simultaneous
translation offered during the roundtable, the experience was seamless and we all look forward to
the next event!”

2019 Globally Focused Roundtables:
•

Global Market Roundtable on Brazil’s General Data Protection Law

•

Global Market Roundtable on Protection of Personal Information in Japan led by City-Yuwa Partners

•

Deployment of Global Privacy Program Presentations by Member Companies

INITIATIVES FOR 2020
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•

Launch IPMPC Asia-Pacific Privacy Roundtable Series in 1Q 2020 based on the value of
the 2019 Japan Roundtable. The Asia-Pacific Roundtable series will address emerging
developments in Asia as well as a number of topics of interest, including clinical trial
data processing, benchmarking and best practices, digital health, and monitoring and
reporting on regulatory developments

•

Hold webinar series on the Chinese Cybersecurity Law

•

Track the development of global privacy laws

•

Continue to add updates on global privacy developments to the Information
Sharing Portal

•

Hold further Global Market Roundtable discussions on emerging privacy laws

SECRETARIAT
The law firm of Faegre Drinker Biddle & Reath LLP serves as Legal Counsel and Secretariat to the IPMPC.
Composed of attorneys, scientists, and project managers, the Consortia Management Team forms and
supports life sciences industry collaborations that help companies throughout the world address complex
topics of mutual interest. For more than 25 years, the team’s work with these collaborations has focused on
issues impacting the pharmaceutical and medical device industries.
In support of the IPMPC, the Secretariat:
•

Prepares legal analyses and drafts compliance
and training tools and materials

•

Organizes teleconferences, meetings, and
workshops

•

Coordinates regular industry benchmarking

•

•

Facilitates dialogue, consensus-building, and
governance

Prepares meeting agendas, summaries, and
presentations

•

Serves as antitrust counsel

•

Manages outreach and legislative contacts

IPMPC MEMBERSHIP INQUIRIES
Membership in the IPMPC is open to research-based medical device and pharmaceutical companies. Because
membership is at the company level, members enjoy unlimited participation on IPMPC working groups and IPMPC
educational webinars.
For questions about the IPMPC’s priorities, progress, or membership, please email info@ipmpc.org or contact:

Mary Devlin Capizzi

Peter A. Blenkinsop

Maureen Donahue Hardwick

mary.devlincapizzi@faegredrinker.com
+1 202 230 5101

peter.blenkinsop@faegredrinker.com
+1 202 230 5142

maureen.hardwick@faegredrinker.com
+1 202 230 5133
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